Standard: NI.C.01 Grade Band: K-2

Explanation

Students will utilize passwords for access to computing devices
or applications and be able to explain that they protect their
personal information and devices. They should recognize that
protecting one's device or information from unwanted use by
others is an essential first step in cybersecurity. By second
grade, student should understand that a strong password
contains 8 or more characters with a mix of numbers, upper- and
lower-case letters and special characters.

Think of this as similar to....

You shouldn’t give strangers information about you like your
phone number and address.

Essential Questions

Why is it important to use passwords and to keep them private?

Grade Standard

K Identify and use passwords and discuss why they are
not shared with others.

1 Recognize what passwords are, why they are used,
and why they are not shared.
Identify differences between strong and weak

> passwords and explain the importance of choosing
strong passwords to protect devices and information
from unauthorized users.

Grade Essential Skills

Use passwords to log in to computing devices
and/or programs

K
Exhibit understanding that passwords should not be
shared with most others
Explain the purpose of passwords

1 Demonstrate good practices for keeping passwords
private.
Differentiate between strong and weak passwords
and create a strong password.

2

Explain the importance of strong passwords in
protecting privacy, devices, and files.

What makes a strong password?
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Implementation Examples—What would this look like in the classroom?

Content
Grade(s) Title Description Link Connection &
Notes
Grade K-- Read the story with students; discuss why Json used a password and | Jsons’ This lesson may
Json's what would have happened if the password had not been kept private. Password also align to ELA
K-1 Password Grade 1---Students use the story to brainstorm othgr sityatiqns thgy wguld want Boqk; Reading
eBook to use passyvords and why, they should include online S|tua_t|ons, identify h(_)w a\_/allable on | standards.
Json kept his password private, and how they can keep their passwords private. Kindle for
$0.99
Grade K--Read the Princess Password story to students as a class. Students The This lesson may
should recognize when the Princess used a password and relate it to their use of | Princess’ also align to ELA
a password. They should also recognize what happens if a password is shared. Password Reading
Grade 1--After reading the story as a class, students should identify what the Book and standards.
K-2 Princess password is used for in the story and how the Princess could have kept her Discussion
Password password safer. Students should identify other ways in which passwords should Guide
be kept safe and private.
Grade 2--Students identify the benefit of using a password on their game
accounts and other accounts. Students should create guidelines for the Princess
to create a new password.
2 P Grade 2--Students brainstorm issues that could come up if strong passwords Password This lesson is
assword ! : . .
Power-Up aren't used to protect email, gaming logins, etc. Students then create strong Power Up from a Code.org
passwords. course.
Grade 2--Students play a game of guessing a three-character code. In the first This lesson is
version of the game, the characters are only numbers (as in 358). In the second also aligned with
version, characters may be numbers or letters (as in p7z). Students describe why ELA 2.SL .1,
2 c it would take longer to guess the correct code in the second case and relate this and .2.W.1
ode
to what makes a strong password. Students explore strong password
components (combination of letters, numbers, and characters), create their own
passwords, and write opinion pieces providing reasons their passwords are
strong, using linking words as appropriate and providing a concluding statement.
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https://www.amazon.com/Kids-Book-Password-Computer-Programming-ebook/dp/B00SA2YOAM/
https://www.amazon.com/Kids-Book-Password-Computer-Programming-ebook/dp/B00SA2YOAM/
https://cdn.netsmartz.org/ebooks/ThePrincessPassword-Book.pdf
https://cdn.netsmartz.org/ebooks/ThePrincessPassword-DiscussionGuide.pdf
https://cdn.netsmartz.org/ebooks/ThePrincessPassword-DiscussionGuide.pdf
https://curriculum.code.org/csf-20/coursec/2/
https://curriculum.code.org/csf-20/coursec/2/
https://cs4md.com/
http://marylandpublicschools.org/programs/Pages/CTE/ComputerScience/CS.aspx
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